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ABSTRACT 

This thesis will focus on the study of data and its value to the organization, 

and ways to protect data from harm. Threats to data integrity take two main 

forms: human intervention and acts of nature. Also discussed in detail are 

countermeasures to make data secure from these threats. 

The decentralization of computing power has vastly increased the threats 

to the database. For most organizations, this base of information is the single 

most valuable asset they own. Yet many data processing administrators do not 

protect this wealth of data from harm as they should. 

It is hard to "sell" security planning and procedures to upper 

management for two significant reasons. 

The first concerns the notion many managers have that the data is secure 

just because it is stored in a digital format. Others do not understand data's 

value and blindly leave security to data administrators. 

The second reason managers balk at expenditures for data and computer 

security is that it is hard to see the true value of the database. 
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Security costs money, and managers do not see a direct correlation 

between expenses for security and the profitability of the organization. This is 

sometimes hard to understand since no manager is likely to leave cash laying 

around, yet store data assets --printed reports, floppy disks-- in an unprotected 

manner. 

The purpose of the present study is to investigate the true value of data 

and suggest a common sense approach to protect the asset from all threats. 

Most of the library research is from a variety of periodicals, together with 

stories from newspapers, books directly related to the subject, and interviews. 

The consensus of opinion suggests that few organizations value data as 

they should, and many lack sufficient security procedures to keep data from 

alteration, damage, or destruction. 
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Preface 

Everywhere we turn, magazine articles and television reports tell us that 

computers are used by more Americans than ever before. Some workers 

routinely juggle computers, programs, and networks every workday. We are also 

bombarded by the media's coverage of computer crime and espionage. 

In the past, vast data processing centers maintained a strangle hold on the 

use of computer hardware and software, and practiced strict security procedures 

to protect the common database of information. 

Today, computer systems are decentralized. Many local area networks 

offer the same computing power as mainframes once did. As an example, the 

first television computer automation system went on line at KMOX-TV, the CBS 

owned and operated station in St. Louis, in 1966. That first Digital Equipment 

PDP-8 computer contained 8 kilobytes (8k --thousands of bytes) of system 

memory with no provision for storage of any kind. Today's automation systems 

require megabytes (millions of bytes) of storage and system memory. Many 

vendors now speak of accessing gigabytes (billions of bytes) of storage space for 

today's complex computer databases. 



Information, the lifeblood of today's computerized organizations, 

provides the grist for the day-to-day operations of many businesses today. These 

records may contain personnel files, accounts receivable and payable, mailing 

lists, and customer orders. 

There is a very real need to protect this wealth of information from 

outside computer intruders, disgruntled employees intent on harming the 

organization's ability to do business, and natural disasters. With decentralized 

systems, computers become much harder to protect. There are considerably 

more entry points for invaders to penetrate. 

The organization first needs to ascertain the value of its data assets in 

order to provide sufficient security for the resource. 

Next, upper management must decide where the database is vulnerable 

to invasion, and develop a plan to protect their data investment. 

This paper concerns itself with the value of the database, and presents 

appropriate actions to prevent data loss or damage. 
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Chapter I 

INTRODUCTION 

Computer security covers a lot of territory. Access controls, passwords, 

power conditioning, and backup and recovery plans all fall under the security 

administrator's control because all of these techniques affect the integrity of the 

computer database. Three examples help to illustrate the scope of the computer 

manager's responsibility for data security. 

On September 21, 1985, the USP A & IRA, a Texas insurance agency and 

registered securities broker, discovered that 168,000 detailed records of monthly 

commission payroll reports were deleted from their computer system. The computer, 

an IBM System/38, was able to print a transaction or history log showing that 

someone had signed on early on the 21st and ran three unscheduled jobs. The 

account name used was previously unknown to the accountants and operators. 

A senior systems analyst was notified, and all programs and data were backed 

up to 12 magnetic tapes to preserve the state of the system at the time of the 

erasures. 

An audit trail, provided in part by the computer's history log, listed eight 

unsanctioned transactions. Between 3:04 a.m. and 3:47 a.m. someone logged onto the 

system with a clandestine account name unknown to the staff. This bogus account 

appeared to be a legitimate IBM maintenance account number. An individual logged 
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on from the same terminal as the company's computer security officer. Next came 

a series of log-ons and log-offs from various terminals using different account names 

each time. One of the accounts used was that of a recently hired programmer. 

Finally, three unauthorized jobs ran on the system. In the subsequent investigation, 

all personnel stated they knew nothing of these mysterious jobs. Several communica­

tions lines were turned off and their descriptions changed. Finally, the programmer's 

account was logged off the System/38. 

In the following days, the computer suffered an unexplained power-down. 

Other problems concerning loss of communications lines popped up unexpectedly. 

After a thorough analysis of history logs, and an exhaustive search through 

myriad directories on the System/38, three Control Language programs were 

discovered with the same names as the three unknown jobs that ran on the 21st. 

Code changes in existing programs were discovered that called the three 

unauthorized programs. These unauthorized programs were the ones that caused all 

the problems for USP A & IRA The illegal code was designed to delete files every 

month, hide the bandit programs from casual viewers, and replicate the three 

programs. Many man-hours later, the system was restored to its former condition with 

the help of journal files, backups, and manual re-entry of data. 

Donald Gene Burleson was found guilty of "Harmful Access to a Computer­

with loss over $2,500," in Tarrant County, Texas. On October 1, 1988, he was 
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sentenced to seven years probation and ordered to pay restitution to USP A & IRA 

of $11,800. 

Burleson was the company's systems analyst and computer operations 

manager for a little over two years before his dismissal on September 18, 1985. 

Ironically, Burleson was also the company's security officer (McCown 3). 

The second recent example involves Cornell University graduate student 

Robert Tappan Morris, the son of a National Security Agency programmer. The 

younger Morris was indicted July 26, 1989 for paralyzing as many as 6,200 computers 

when he unleashed a virus that caused an estimated $96 million worth of damage on 

the ARP ANET computer network. Robert Tappan Morris became the first person 

prosecuted under a provision of the Computer Fraud and Abuse Act of 1986. 

The indictment charged that Morris intentionally and without authorization 

accessed computers at the University of California at Berkeley, the National 

Aeronautics and Space Administration (NASA), Purdue University, the United States 

Air Force Logistics Command and other installations not specified (James Rowley 

AP). 

Still a third recent security breakdown involved a benign computer virus, 

known as the Aldus Virus. The virus was written by a Canadian journalist associated 

with MacMag magazine. The virus broadcast a "Peace Message" on March 2, 1988, 
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and then deleted itself from Macintosh computers running Aldus Freehand software. 

This is thought to be the first time that off-the-shelf software was infected with a virus 

program. Up until this point, most computer users believed that "shrink-wrapped" 

programs from reputable software publishers were immune to this form of computer 

manipulation (Computer Virus Handbook AI 12). 

These illustrations point out the need for better computer security. The 

Burleson case addresses the need for stricter system controls and cross checks in 

business computers. In the Morris trial, we find that thousands of expensive 

computers used in education and scientific endeavors were not able to function -some 

not for days- until the virus could be eradicated. The Aldus Virus teaches us a lesson 

concerning the vulnerability of computer systems. It is estimated that the "Peace 

Message" alone was seen on 350,000 Macintosh screens (Fites, Johnson, Kratz 20). 

This staggering estimate clearly shows the magnitude of interconnection 

between computers today. Through computer bulletin boards, information utilities 

and networks this kind of interconnectivity became possible during the decade of the 

1980's. 

What if the Aldus Virus did more than deliver a message of gocx.l will? What 

if it deleted files on thousands of hard disks? What if Burleson's antics had not been 

caught before irreparable harm was done? What if Morris' virus couldn't be 

contained? The cost to reprogram the thousands of computers linked by ARP ANET 

and associated sub-networks could easily have reached the billions of dollars. 
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Thankfully, the ARP ANET virus did not destroy data in the scores of Digital 

Equipment VAX computers it invaded. It only filled up available memory bogging 

the systems down to a fraction of their normal computing power. 

In the early days of computing, giant machines demanded staggering amounts 

of man-hours and money to perform a single calculation. These machines resembled 

later mainframe computers, but were actually electronic or electro-mechanical 

calculators. The first true computer capable of storing a program within its own 

memory was the EDVAC (Electronic Discrete Variable Computer) introduced to 

America in 1952 (Augarten 141). 

The men and women who programmed these room-filling behemoths of 

computation became the "czars" of their era. The bureaucracy of fledgling data 

processing departments with layers of insulation between end users and data 

processing (DP) managers meant long delays between request and job completion 

(Baker 6). 

The first true computers of the 1940's and 1950's, with internal memory, used 

thousands of vacuum tubes as electronic switches. In the late 40's a turning point 

came in the development of computer components. Solid state components called 

transistors were perfected and proved much more reliable, consumed far less 

electricity, and made computers much smaller (Augarten 297). The electronic 

revolution didn't stop with solid state components, though. Next came the integration 
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of large numbers of components into small silicon chips called integrated circuits (!Cs). 

The Fairchild Camera & Instrument Corporation announced the development of their 

first integrated logic circuits in 1961 (Augarten 225). 

Developments throughout the 1960's led to two important conclusions. First, 

large computers could be used to great advantage where the task was repeatable, 

computing the same equations over and over again. Setting up separate tasks was 

another matter. Each new application meant delays while the machine was re­

programmed for the new job. 

The computer industry's response to this problem was timesharing. Many 

users were then able to use the computer's costly resources a few moments at a time. 

With time-sharing perfected, end users could run different computer applications 

concurrently. 

With the notion of timesharing came the second conclusion. Workers didn't 

need to visit the computer room itself to perform their tasks. Employees could sit at 

their desks and input data --for instance insurance claim information-- from dedicated 

workstations consisting of a keyboard and monitor. These work stations were often 

referred to as "dumb" terminals because they had no computing power of their own. 

They were simply input devices. 

Microprocessors, along with !Cs were necessary before computing could move 

out of the vast computer center and onto the desktop. Microprocessors are chips that 

act as traffic cops, controlling the input and output functions of the computer, as 
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well as managing the memory of the system. With the miniaturization of components, 

a new form of computer became available. Personal computers (PCs) began to 

replace lowly terminals on business desktops acr~ the country. This trend spawned 

a new form of departmental anarchy that did not want to wait months for the data 

processing department to change programming or make updates to their systems. 

They wanted to buy off-the-shelf programming and run it themselves. This became 

~ible because PCs, unlike terminals, are capable of independent computation. 

Mainframes are inherently easier to secure than desktop computers. Most 

mainframes operate in a data center that offers limited access to the outside world. 

With wired terminals, office workers communicated with the mainframe, but few had 

physical access to the computer itself. For the most part data center personnel were 

the only people authorized to work inside the computer room. Access from the 

terminals was controlled by passwords, and access to the DP area usually meant 

guards, badges, keycards, or all three. 

The office worker with his own computer meant security was much harder to 

maintain. Small floppy diskettes could easily be transported from office to home. 

Sensitive hard copy printouts once stored in the secure DP center could be left 

laying on desks or in trash cans for prying eyes to find. With the PC revolution, it 

became much harder to keep track of who was running a particular application since 

computing power was built right into the workstation itself. 
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As if this wasn't bad enough for DP professionals and security administrators 

to swallow, as PCs began to populate work areas, it became evident that these smart 

terminals needed to share common databases with each other. They also needed to 

share expensive printers and other peripherals. It became clear that these individual 

computing workstations needed to be linked or "networked" together. Local area 

networks (lANs) were born to provide the interconnection between computers 

departmental users demanded. 

As more departments wired together their own networks, it became evident 

that additional benefits could be gleaned by linking these networks together from 

building to building or city to city. Short distances could be physically wired together 

easily, but longer distances required modems and telephone lines. Modem is an 

acronym for mcxlulator/demodualtor. A modem is a 'device that converts a com­

puter's digital data to an analog format for transmission over telephone lines. At the 

receiving end, the analog signal is converted back to the digital data a computer 

understands by a second mcxlem (Sippl 302). This is the kind of interconnect scheme 

that caused ARP ANET so many problems when a virus invaded their computers. 

Dennis W. Fife, W. Teny Hardgrave and Donald R. Deutsch, writing in their 

textbook Database Concepts, establish the fact that the data collected and stored on 

computers has great value: "The cost of capturing and maintaining computer data 

dictates that data must be preserved carefully over time and made readily accessible 

for many purposes" (1). Although it can be argued that data per se has no value of 
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its own, it represents great worth because of the information that can be derived from 

it. Also, replacing lost data may drain a vast amount of company assets. 

The integrity of the data must be preserved beyond question if the database 

is to have lasting value. This means that it must be protected from all threats: man 

made as well as "acts of God." 

Many organizations make a conscious decision to hush up any unauthorized 

penetration of their computer systems. Only 10 to 15 percent of computer crimes are 

ever reported to authorities, according to Hossein Bidgoli and Reza Azannsa, re­

porting in the Journal of Systems Management (21). Managers are afraid of adverse 

publicity and a tarnished image. They are concerned about further intrusion attempts 

if their plight is made public. 

In a survey conducted by Ernst and Whinney, the result-; indicate an increasing 

concern for security among computer professionals: 

■ 87% recognize security's importance 

■ 75% are implementing security policies 

■ 62% see security risks rising 

■ 42% have security orientation for new hires 

■ Only 6% say security safeguards are adequate (Fish 23) 
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Computer disaster recovery and security expert Norman L Harris states that: 

"lax security is the rule rather than the exception. Organi7.ations start out with good 

intentions in designing security systems, but because of pressures from budget 

considerations, budget cuts, or even familiarity with fellow employees, they let it 

[security] slip." Harris concludes that the only thing that has saved many organizations 

from ruin by computer security violations are honest employees. "All that is needed 

is a dishonest employee and their security system can be bypassed." Harris writes that 

lax computer security "is a time bomb just waiting to go off' (13). 

Thomas J. Knapp, senior manager, Management Advisory Services at Price 

Waterhouse in Milwaukee, Wisconsin, states: "Managers assigned the responsibility 

for data security often cite problems in obtaining funding because upper-level 

management has not fully recognized the importance of data security project requests" 

(22). This is due in part to the fact that security expenditures do not make money for 

the organiz.ation. They are a constant drain on resources without apparent benefit. 

Norman Harris agrees it is hard to convince senior management of the need for strict 

computer security procedures. Harris writes that "they'll [management] argue security 

systems don't make profits. But it can be argued just as loudly that security systems 

can prevent devastating losses" (13). 

With the explosion of PCs and networks in the workplace, the job of securing 

sensitive data gets harder all the time. It is clear that DP managers need to 

aggressively strive to protect the data entrusted to their care. It is also clear 
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that data integrity is the job of every member of the organization from the chief 

operating officer to the newest data entry clerk. 

Data is the single largest asset many organizations own. Computer security, 

therefore, must entail more than just access control. It must be an integrated master 

plan for the protection and preservation of the database over time. The plan must 

encompass all natural disasters and unauthorized human intervention. 

The following sections consider the available literature and research methods 

employed to collect it. 

The bulk of the paper discusses the value of the data asset, presents threats 

to the data, and proposes countermeasures to protect the organization's computer 

assets. 



Chapter II 

REVIEW OF THE LITERATURE 

My initial interest in computer security came about by accident in 1984. 

At the time, a friend and I were running a computer bulletin board system 

(BBS) open to the public. The BBS became so popular that we received over 

13,000 calls before shutting the system down after two years of operation. 

Many innovations used on that system were the work of my friend and co­

system operator Ron Francois. Ron at the time was a high school junior who 

lived 24 hours a day with computers. Elements like our random one-liner 

sign-on greetings called from a data base of over 300 user-written lines are still 

found on systems running today. 

During the operation of the bulletin board, we were invaded on several 

occasions by unscrupulous hackers. For the most part, intrusions were a 

nuisance but did little damage to the system's ability to function. On one 

occasion, however, a hacker penetrated the rudimentary password security 

and became a super user on the bulletin board. With the attributes of super 

user he had the privileges of the system operator ( sysop ). The intruder had 

complete access to all the system files as well as those that were updated by 

users themselves. He completely erased the hard disk and effectively put the 

12 
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BBS out of commission for a number of days. When the programming was 

restored to its operating status at the time of the last backup, many mailbox 

messages and files posted to the public since the backup were lost forever. 

I began reading books about telecommunications in general, looking for 

ways to make our system more secure. Mike Cane's The Computer Phone 

Book was a starting point. The beginning chapters of Cane's book are a 

primer for telecommunicators. The listings of working bulletin board systems 

are extensive and as up-to-date as possible. Since BBS's change phone 

numbers and operating parameters frequently, this book is invaluable to new 

users because Cane provides updated lists periodically. Cane will not list a 

bulletin board that he has not personally logged onto at least once. The book 

has listings for several hundred BBS's as well as the major networks and tips 

for accessing on-line services like The Source and CompuServe (138). 

Other books that piqued my interest were The Joy of Computer Com­

munications by William J. Cook, and Connections: Telecommunicating on a 

Budget by Robert Chapman Wood. Cook's work is another good text on 

beginning computer communications. Wood discusses electronic mail, on-line 

research and offers a dictionary of communications terms. 

Increasing Your Business Effectiveness Through Computer Communica­

tions was the first text I read that was directly related to business computing. 

This was my introduction to security and local area networks (LANs). Author 
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Phillip I. Good provides a good general text for business groups not familiar 

with computers and communications. He takes the reader from communica­

tions essentials through linking PC's into networks and on to communicating 

with mainframes. 

With this general background information, the subject of computer 

security became an unconscious part of my life. Although I use computers 

every working day, and many hours at home, the need for increased security 

did not begin to take hold until I began thinking about a thesis topic. I 

realized I needed to know more about computer security and recovery. 

In 1984, Carl Nicholai, the inventor of non-deterministic cryptography, 

wrote: "it is estimated that by 1992 there will be 24.4 million personal 

computers used in business in this country. Many engineering firms already 

have two computers or computer terminals per user" (64). This trend toward 

two or more computers on a desktop is more prevalent today than it was in 

1984. 

The proliferation of hardware multiplies the risk of security breaches 

many times over. Each computer represents a potential threat to the security 

of the system. Personal computers are linked together by networks. Networks 

are linked together to form wide area networks with thousands of terminals. 

Gateways allow communication between dissimilar networks or mainframe 

computers. Each connection is another door for intruders to check, looking 
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for a weak link. Because networks can make telecomputing nearly anony­

mous, computer intrusions are much harder to track. 

Ten years ago, an article in Industry Week sounded one of the earliest 

warnings about lax computer security. Louis Scoma Jr., president of a Fort 

Worth computer security company, estimated that 95 per cent of all U.S. 

companies were ill-prepared to recover from the loss of their computers. 

Scoma maintained that "Many managers believe their computers and data 

centers are adequately protected, when actually they're not" (Much 79). 

Evidently, American business leaders did not heed the warnings of 

Scoma and others. In April of 1989, A roundtable discussion of top computer 

security experts sponsored by Network World Magazine found a surprising 

number of Fortune 1000 companies did little to protect their systems from 

intruders (Bolt AP). 

As bad as threats may be from outsiders, threats from workers inside 

the company are even greater. Computer-related white collar crime in the 

United States is estimated at $70 billion dollars every year, according to the 

Research Institute of America. The Institute claims that 75 percent of that 

total "take" is caused by insiders (Baker 23). 

Marvin M. Wofsey, president and co-founder of HSH Inc., a Columbus, 

Ohio consulting firm specializing in computer security, concludes: "Current 

employees have a prime opportunity to observe the computer system and its 
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controls. They can locate the weak spots, the telephone access number of the 

computer and passwords of other employees. If there is no audit trail, the 

insider can accomplish his or her desired goals from almost any terminal" (15). 

In a 1983, Bill Zalud's article, Computer Criminals Will be Prosecuted: 

Adopting a Prevention First Attitude, provides an uncannily accurate picture of 

the potential inside computer criminal: 

He's usually 18 to 30 years old. Highly intelligent, he (usually 
male) is a model employee, willing to work late, eager to learn 
new things, to explore other company areas, involve himself in 
other departments to 'fight' those occasional fires where an 
extra set of hands is needed. He's quick to learn the computer 
system, to bypass the program menus, to make the system work 
harder and faster for the company. Potentially, he's the perfect 
computer criminal (30). 

In the past few years, a new threat, computer viruses, became an 

additional dilemma for system managers. Computer viruses are executable 

programs like any other program except there is an added twist. Like viruses 

that attack the human body, computer viruses invade the host system and may 

lay dormant for some time before exploding into action. Also like viruses that 

invade humans, they are able to replicate themselves, and may eventually 

destroy the host system (Fites, Johnson, Kratz 23). This is the kind of 

program that Cornell University graduate student Robert Tappan Morris used 

to invade the ARP ANET network. 
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There are many variations on the virus theme. Some appear to be 

benign, that is, they perform some task like writing a message on the 

computer screen, and then delete themselves from the system. The Aldus 

virus discussed earlier is such a program. Other viruses are not so easily 

removed from the system. In the Burleson case, investigators found that a 

group of programs were deployed to destroy financial records every month, 

remain hidden, and cause other problems like unscheduled system power 

downs. Since Burleson had the top clearance as the security officer for the 

company, he could have just as easily erased ALL records at one time. The 

fact that the system was quickly cleansed of these programs is little comfort 

to the USP A & IRA board of directors and chief operating officer. The 

nagging doubt remains that some destructive program element wasn't found. 

A very sobering thought to say the least. 

John McAfee, president of the Computer Virus Industry Association, 

paints very grim pictures when speaking about the harm viruses can do to the 

country's main computer systems. He discusses threats to our freedom in very 

convincing terms. Elections can be manipulated, missile guidance systems 

reprogrammed and air traffic control systems sabotaged because of the 

intentional infiltration of viruses (McAfee, Haynes 186). 

The staggering results of the Fortune 1000 survey demonstrate that 

many corporate managers are still unclear about the potential risk to their 
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own organizations. Who is responsible for security? Is it the chief operating 

officer, the data processing manager or the end user? The answer is all three. 

They must share responsibility for the integrity of the system. Sanford 

Sherizen, adjunct associate professor at Northeastern University, who wrote, 

Successful Security Relies on Corporate Awareness Training, states emphatically: 

"Corporate security awareness must be directed to both top management and 

lower level user populations. The most important security official in any 

organization is the employee -at any level-who understands the security 

requirements of the Information Age" (10). 

Noted author and professor of accounting in the College of Business 

and Economics at the University of Wisconsin-Whitewater, Dr. Robert Bloom 

writes about the problems of management computer centers: 

For executives to begin to unveil the mystery surrounding 
computer crime, they must be aware that knowledge of hard­
ware isn't necessary to commit computer crime-though such 
knowledge may facilitate the fraud. Moreover, they must be 
aware that DP personnel are not control-oriented, they are 
typically independent-minded, identifying more with their 
profession than the organization they work for. Accordingly, 
turnover among DP personnel is high and their allegiance to 
particular firms limited (14). 

One of the best tools for assessing the need for tighter security is risk 

analysis. Risk analysis provides a way to determine the actual risks to the data 
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and computer system, and the impact on these elements in financial terms if 

the system is penetrated (Knapp 22). Table 1 displays risk analysis procedure. 

Once the risks are identified, the next step is to estimate the probabili­

ties of each risk actually happening, and provide the most effective counter­

measure to the threat. These measures may include loss-of-business 

insurance, disaster recovery plans, or additional security procedures. By 1995, 

Michael R. Gauthier estimates that the disaster recovery business and 

contingency planning industry will reach the $1 billion mark in the United 

If you lock up a computer, and remove all communications lines to the 

system, the computer is reasonably secure. But computers were not intended 

to work in a vacuum. Computers are made to communicate and share in­

formation. John Ratliff writes concerning the selling of security in his article: 

To Sell Disaster Recovery, Think in terms of Corporate Insurance. Ratliff says, 

"without the free exchange of information via computers through all 

departments of an organization, a company simply cannot operate in an 

efficient, profitable manner. Keep in mind that the data processing function 

is the one system that permeates virtually all boundaries within the corporate 

structure" (17). If that statement is true, then it behooves every business, 

large and small, to have a comprehensive security and disaster recovery plan 

that is continually monitored for effectiveness. 
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Besides the references already mentioned, my library research led me 

to a considerable number of books, periodicals, newspaper accounts pertaining 

to computer security, backup and recovery procedures, and computer center 

management in general. 

A collection of newspaper articles and wire service stories were 

retrieved from Vu-Text, a database service to which my employer KMOV-TV 

subscribes. Notable in this selection of stories were the following: 

✓ A series of Associated Press articles by John A. Bolt on 
protecting computers from hackers. Bolt interviewed several 
experts at a roundtable discussion in Dallas, Texas. 

✓ Kathleen Day of the Washington Post discussed corporate 
computer sleuthing with Michael Hershman, a former govern­
ment investigator who now heads the Fairfax Group, a comput­
er security consulting firm. 

✓ A St. Louis Post Dispatch article concerning the lack of viruses 
in St. Louis corporate computers. Post Dispatch writer Bill Smith 
interviews several St. Louis big business computer users. 

✓ Another Associated Press story by Kevin Costelloe concerned 
the charging of three West German hackers for selling informa­
tion to the Soviet Union. The information came from military 
base computers and industrial computer databases in the United 
States. 

✓ A series of articles from the Reuters News Se,vice about 
Robert Tappan Morris, the Cornell University graduate student 
who planted a virus in the Inter Net (formerly ARP ANET) 
computer network. Tappan brought an estimated 6,200 
computers to their knees with his virus. 



✓ A series of Associated Press articles about the Tampa, 
Florida television news executives that stole computer news files 
from a rival TV station. 
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These and 39 other articles about computer crime and espionage were 

gleaned from the Vu-Text service thanks to KMOV. Other stories from 

prominent papers like The Baltimore Evening Sun and The Los Angeles Times 

round out my base of newspaper material. 

Through the Info Trak periodical database, a total of 78 articles on 

various facets of computer management and security were retrieved. Some 

of the most useful information came from the following: 

✓ An October, 1989, article by Hossein Bidgoli and Reza 
Azarmsa in the Joumal of Systems Management. Mssrs. Bidgoli 
and Azarmsa discuss the concern of management with computer 
security in the 1990's. Both men are on the faculty of California 
State University in Bakersfield. 

✓ A Modem Office Technology article concerning the integrity of 
data, and management controls to protect computer assets. 
Writer Marge Y onda is president of the Computer Solutions 
consulting firm in Rochester, New York. 

✓ Thomas Knapp's July, 1983 Data Management article concern­
ing the selling of security to upper management. Knapp is 
senior manager, Management Advisory Services at Price 
Waterhouse in Milwaukee, Wisconsin. 

✓ From Best's Review, An article by system analyst Monte 
Garretson entitled Think Like a Crook. Garretson discusses 
record keeping and secure check writing procedures, audit trails 
and reports. 



✓ A December, 1984 Data Management article by Norman L. 
Harris on: Rigid Administrative Procedures Prevent Computer 
Security Failure. Mr. Harris is co-founder of an Ohio disaster 
recovery consulting firm. 

✓ Robert Bloom's Data Management July, 1983, article con­
cerning the role of internal auditors, security administrators and 
personnel controls. 
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These and 72 additional articles in my possession concern every aspect 

of data protection including articles on fire prevention, Halon fire suppression 

systems, electric power conditioning for data centers, environmental concerns 

of computer centers and much more. Other articles of interest represent a 

wide variety of publications including: Canadian Business, Forbes, Cost and 

Management, Electric Light and Power, Computers and Electronics, Dun's 

Business Month, Business Insurance and many more. 

Today there is a wide variety of books relating to every facet of 

computer security. In the Last two years, several books concerning the plague 

of computer viruses have been published. Below is a listing of some of the 

most useful texts about computers and how to secure them: 

□ The Computer Security Handbook by Richard H. Baker 

□ People and Computers by James N. Danziger and Kenneth L. Kraemer 

□ The AMA Management Handbook, Second Edition, William K. Fallon, 
Editor 
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□ Out of the Inner Circle, by Bill Landreth with Howard Rheingold 

□ Computer Virnses, Wonns, Data Diddlers, Killer Programs and Other Threats 
to Your System by John McAfee and Colin Haynes 

□ The Cuckoo's Egg, by Clifford Stoll 

□ Crime Prevention Manual for Business Owners and Managers, by Margaret 
Kenda 

□ The Computer Virus Crisis, by Phillip Fites, Peter Johnson and Martin Kratz 

□ Compute!'s Computer Security, by Ralph Roberts and Pamela Kane 

□ The Small Business Security Handbook, by James Edward Keogh 

Below is the synopsis of several of the books mentioned above. 

It should be noted here that I own many of these texts, though not all. These 

references make a sound basis for computer security research. The issues 

presented by these authors, when added to the information obtained from 

interviews, periodicals and newspaper stories, provide a solid foundation 

concerning computer security matters. 

□ The Cuckoo's Egg, by Clifford Stoll, is the personal story of 
Stall's attempts to track down a computer spy that invaded the 
Berkeley Livermore computer facility. Little did he realize that 
it would take over a year to finally catch the West German 
computer spy. His bouts with federal agencies including the 
CIA, FBI, NSA and the military are revealing. An interesting 
sidelight is Stall's participation in tracking down the author of 
the ARP ANET virus, graduate student Robert Tappan Morris. 



Laser PC PC PC MAC MAC 

□ □ ■ ■ 
1--~1 

T modems 1 

l1l3 l1l3 

Mainframe logger mini 

Above are two small networks like the ones discussed earlier. The upper network consists 
of various IBM and Macintosh computers plus a laser printer. The lower network includes 
mainframe, mini (department size) computer, plus laser printer, system logger, and two 
workstations. The networks are joined by modem to each other. Any PC in the upper 
network can access any device in the bottom network if they have access priviledge 
(authorized account name and valid password). The two lower workstations can access all 
devices on the lower network they are authorized to use. They can also access the upper 
network devices via modem. To the end user, all the devices appear as if they are hard wired 
together. 

Figure 1. 
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□ Computer Viruses, Wonns, Data Diddlers, Killer Programs and 
Other Threats to Your System, by John McAfee and Colin 
Haynes. McAfee is president of Interpath Corporation in 
California and also serves as president of the Computer 
Industry Virus Association. His work, especially in tracking 
down virus strains, and debugging infected systems is legendary. 
Much of this work is done from a Winnebago equipped with a 
host of computer gear for isolating and containing viruses. 

□ Out of the Inner Circle: A Hacker's Guide to Computer 
Security, by Bill Landreth with Howard Rheingold. Landreth, 
one of the early hackers arrested and convicted of breaking into 
computer systems, tells his story and offers a wealth of wisdom 
concerning the common sense securing of computer systems. 

□ The Computer Security Handbook, by Richard H. Baker. 
Baker's comprehensive security reference offers step by step 
advice for securing a computer installation. From finding weak 
spots to securing networks and communications links, Baker's 
book is interesting and easy to understand. He breaks down 
much of the mystique surrounding data centers and their 
security needs. 

□ The Computer Virus Crisis, by Phillip Fites, Peter Johnston and 
Martin Kratz, offers an excellent reference on exactly what 
viruses are and how they are eradicated. They also provide a 
good section on ethics and their view of coming computer prob­
lems. The three authors have a combined experience of over 
50 years in and around computers, from mainframes to desktop 
PCs. 
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These and other references cited throughout this paper clearly show 

the amount of research undertaken to acquaint myself with the topic. All of 

the articles mentioned would be useful for anyone researching the topic of 

data security. 
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Since my beginning premise was that any threat to the integrity of data 

is a potential problem for security administrators, it is difficult to narrow down 

the topic to one particular problem. Although the body of the work may 

seem to be a "scattershot" approach to the subject, I believe this is the only 

way to handle an issue as broad and complex as data security. 

In concluding the review of the literature, I would like to point out a 

glaring discrepancy in a well-known guidebook found on many business 

manager's desks in the United States. The American Managers Associations' 

AMA Management Handbook, edited by William K. Fallon, is a 1,455 page 

tome on every aspect of building and managing a company. There are 

chapters on nearly every aspect of corporate life. When it comes to the topic 

of computer information systems, and especially security for these systems, the 

editor and the association decided that less than one page could adequately 

cover the entire subject of data integrity and computer security (8-40). 

It is just such attitudes, found in upper management circles, that makes 

the topic of computer security so important. I believe the glossing over of a 

topic as important as data security is exactly why many companies today are 

ripe for the picking. 



Table 1 

A Simple Risk Survey 

o What can happen? 

o How likely is it to happen? 

o How can it happen? 

o If it happens, how much will it cost? 

o What is my acceptable Risk? 

o What is being done now? 

o What should be done to reach the right security level? 

SOURCE: Dun 's Business Month, December 1982, Page 92. 
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Table 2 

Risk Vs. Cost 

• Risk: Data replacements as a result of unauthorized introduc­
tion of data or unauthorized program modification. 
o Cost: Cost to reconstruct data or program and ill will. 

• Risk: Fraud losses as a result of the unauthorized introduc­
tion of data or the unauthorized program modification in order 
to perpetrate fraud. 
o Cost: Cost incurred by unauthorized transactions and fraudu­
lent activity. 

• Risk: Loss of business income as a result of unauthorized 
disclosure of business records or the inability to process data. 
o Cost: Lost opportunities and the inability to make decisions. 

• Risk: Legal liability resulting from the introduction of 
unauthorized data or the inability to process data. 
o Cost: Cost of lawsuits and fines. 

SOURCE: Thomas J. Knapp, Data Management, July 1983 
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Chapter III 

RESEARCH METHODS 

My library research was conducted in the manner described below. 

Through the Info Trak periodical database, a considerable collection of articles 

relating to management and data security in all its forms was retrieved. Articles 

written between 1980 and 1990 are included in this base of information. This 

offers a tremendous opportunity to follow trends in the computer industry 

through a decade of rapid change. Notable contributions came from Data 

Management, Journal of Systems Management, Industry Week, Datamation, GPN, 

Cost and Management, Records Management magazines, and other periodicals. 

All periodicals were copied from microfilm for a permanent record. 

Additionally, articles from the newspaper and wire service information 

utility Vu-Text were retrieved. These articles included stories on computer 

espionage, computer viruses, security, international computer spy rings and new 

advances in computer protection. 

The full text of the articles along with source, author, and date were 

printed on the newsroom printer at KMOV. It should be noted that many of the 

wire service stories from the Associated Press (AP) and the Business Wire were 

written by a pool of reporters and not a single author. In this case, the wire 
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services very often do not indicate who the writer is. There are several places in 

the paper where the source is listed as "AP," or "Business Wire." All articles are 

properly documented in the works cited section. 

In addition, I contacted the Computer Industry Virus Association, and 

received four lengthy reports that include excellent illustrations. The Computer 

Security Institute sent a number of Computer Security newsletters. The 

newsletters were particularly helpful with information concerning the Burleson 

trial, computer networks and viruses. 

The accounting firm of Price Waterhouse provided me with The 

Computer Virus Handbook and Computer Viruses: A Management Perspective, 

both excellent booklets geared to managers. 

Ross M. Greenberg, president of Software Concepts Design, is a noted 

virus fighter and authority on anti-virus software. He is quoted in several books 

and articles concerning viruses and their detection and removal. Mr. Greenberg 

provided informative comments in the manual that accompanies his program 

FLU_SHOT +. Mr. Rosenberg was the victim of a virus attack himself. A hacker 

took a copy of his shareware program and added a virus to it. The infected 

software was dubbed FLU _SHOT4 by the hacker. The virus invaded many 

systems since the users thought they were adding anti-viral protection to their 

hard disk drives. Shareware is a system whereby small computer publishers can 











Interviews 

Deal, John. Partner, Botz, Deal & Company, P.C. Personal Interview. May 

17, 1990. 

Hoven, Dean. System Security Administrator for Citicorp MBT Information 

Systems. Personal Interview. March 3, 1990. 

Bush, James. Field Service Technican, Honeywell Federal Systems. Personal 

Interview. April 15, 1990. Follow-up Telephone Interview. June 1, 

1990. 
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